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ABSTRACT. In this paper, we propose a parallel algorithm for MANETSs
that optimizes both routing discovery and security in an Ad Hoc On-
Demand Distance Vector (AODV). The new algorithm, termed as Parallel
Grid Optimization by the Daddy Long-Legs Algorithm (PGO-DLLA),
simulates the behavior of the biological spiders known as daddy long-legs
spiders. Experiments were conducted on an NS2 simulator to demonstrate
the efficiency and robustness of the proposed algorithm. The results indicate
better performance than the AntNet algorithm with respect to all metrics that
used in experiments such as packet delivery ratio (PDR), end-to-end delay
(EtoE) and Packet loss (PL) except throughput, for which AntNet is the bet-
ter algorithm. In addition, the results show that PGO-DLLA outperforms the
standard AODV algorithm in simulations of both a peaceful environment
and a hostile environment represented by a black hole attacks.

Keywords: mobile ad hoc networks (MANETS), black hole attack, nature
inspired algorithm, secure routing

INTRODUCTION

A MANET contains many varieties of dynamic nodes. The network can be active in an ac-
tual environment without any infrastructure (Tseng, Chou, & Chao, 2011). MANETS have
numerous implementations in several fields, including emergency operations, military opera-
tions, civilian environments, and personal area networking (Burbank, Chimento, Haberman,
& Kasch, 2006). However, they suffer from several limitations, such as short battery lives,
limited capacities, and vulnerability to malicious behaviors. A black hole is one type of attack
that occurs in MANETS. Black hole nodes attack routing protocols such as the AODV proto-
col (Perkins & Royer, 1999), causing network packets to be dropped. The main goal of the
AODV protocol is to find a path from a source to its destination node and then to forward the
packets. The routing mechanism in AODV uses route requests (RREQs; for discovering
routes) and route replies (RREPs; for receiving paths). However, this mechanism is vulnera-
ble to attacks by malicious black hole nodes that can easily adjust the values of routing table
fields such as hop count and DSN in order to deceive the source node after sending a RREQ, a
source node will respond to the first RREP it receives. This RREP may be from a black hole
node, and the source will not reply to other intermediate nodes. As a result, the cooperative
work in the MANET may terminate (Tseng et al., 2011;Tamilselvan & Sankaranarayanan,
2008; Nakayama & Kurosawa, 2009; Kurosawa, Nakayama, Kato, Jamalipour, & Nemoto,
2007; Zhang, Sekiya, & Wakahara, 2009; Zhang & Lee, 2000).
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Intensive computations are required to make AODV secure against black hole attacks
(Mitchell & Chen, 2014). Most of the proposed solutions with limited computations such as
trusting neighboring nodes, using cross-layer cooperation, or allowing route redundancy are
fail to detect cooperative black hole attacks (Tamilselvan & Sankaranarayanan, 2008;
Kurosawa et al., 2007; Zhang et al., 2009). However, use of intensive computations as a solu-
tion to cooperative black hole attacks may lead to depletion of the limited energy of batteries.
In this paper, we develop methods to find the shortest secure path and reduce overhead using
the information that is available in the routing tables (Ghathwan, Yaakub, & Budiarto, 2013),
(Ghathwan & Yaakub, 2014). However, we use this information as input to propose a more
complex algorithm using swarm intelligence. Mathematical formulas such as Hooke’s law
(Horibe, 2011) and, Newton’s second and third laws (Benjamin, 2007) are utilized to evaluate
the route reply and choose the best path. For example, the vibration between two nodes, de-
pending on Hooke’s low.

The remainder of this paper is organized as follows the next section discusses some related
work, section for presents the proposed approach and methodology, and section for presents
the solution scenarios and parameters. Finally, section for presents the conclusions.

RELATED WORK

According to Tamilselvan and Sankaranarayanan (2008), an anti-cooperative solution to
black hole attacks that modified the standard AODV protocol was proposed. In the modified
protocol, a source node does not respond directly when it receives the first RREP, but rather
waits for a specific period of time. The source node has a cache list to save all RREPs and all
details about the next hop that it gathers from other nodes. It then chooses the correct path
from a list of response paths after checking for a repeated next hop node, and if there are
none, it chooses a random path. The new contribution of this study was the use of a “fidelity
table” and assigning fidelity levels to the participating nodes. The important point in their
study is that it proposes a solution for collective black hole attacks. However, this method
suffers from an increase in the control overhead, because of the exchanges of fidelity packets
to achieve security.

A dynamic anomaly training method, which is one of the learning methods in data mining,
was used (Nakayama & Kurosawa, 2009). The authors create a database that contains the
features that result from attacks to compare these with a regular network status. They use
statistical theory to produce an anomaly threshold by measuring a projection distance. This
method can detect black holes in AODV with low overhead, but false positives are a major
drawback of this proposal.

The Kurosawa et al. (2007) suggested a method based on the fact that attackers rely on
changing the destination sequence number to the maximum number and will therefore acquire
the routing and drop the packets.

PROPOSED APPROACH AND METHODOLOGY

In this paper, we propose a new mechanism that works as an intelligent swarm algorithm
based on the VDLLA algorithm, which is integrated into the AODV routing protocol. The
new technique, which is intended to enhance security in the AODV protocol, is called Parallel
Grid Optimization by the Daddy Long-Legs Algorithm (PGO-DLLA). It tries to reduce finan-
cial and technical constraints by reducing the number of hops in the route discovery for find-
ing the destination. This algorithm is proposed in order to reduce the severity of black hole
attacks and eliminate them.
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Virtual Daddy Long-Legs Algorithm (VDLLA)

The VDLLA is a swarm of spiders. We assume that each spider has nine positions represent-
ed as a 3x3 matrix in a grid space, where eight of the positions are for the spider’s eight legs
and the center position is for the spider’s body. Each spider evaluates the nine positions based
on the objective function and determines the best location from the nine positions. The best
position for each spider is then evaluated to choose a global position. The computational pro-
cedure of the VDLLA is as follows.

Stepl: Generate Initial population of spider members, considering N as the total number of
members.

Step 2: Generate Initial location for each body of spider members randomly, and then calcu-
late the legs position based on body position:

Assume the body position = (X, Y), the legs position is eight direction where: from up =

(X,Y+0.1), from down =(X,Y-0.1), from left =(X-0.1,Y), from right = (X+0.1,Y), from up left

= (X-0.1, Y+0.1), up right =(X+0.1,Y+0.1), from down left =(X-0.1,Y-0.1) and downright

=(X-0.1, Y-0.1)

Step 3: Evaluate the fitness for each agent (spider) where the evaluation includes all position

of agent (body + legs).

Step 4: Select the best fitness for each agent (spider) and save the position as best position.

Step 5: Select the global fitness from all best fitness and save the position as global position.

Step 6: Do while global fitness greater than tolerance value (tolerance value is based on ob-

jective function).

Step7: Find new position for each agent where the body move to best position and legs posi-

tion change based on body.

Step 8: Find new best fitness and new global fitness.

Step 9: If new global fitness less than global fitness.

Step 10: Global fitness = new global fitness.

Step 11: Else if new global equal global fitness

Step 12: Change the global position using Eqg. (1) below:

Gpos,,, = Gpos,, +0.01(RND(L,d )) 1)

Where, d is the dimension of objective function.
Step 13: iteration=iteration +1
Step 14: End while.

Problem Formulation and Solution Representation

Aggregative conduct or swarm behavior in animals or insects is intelligent behavior of
their biological group. The study of swarm intelligence is aimed at understanding the behav-
ior of a group in nature. Biological scientists have found that many models can mimic the
living systems of animals or insects.

Most spiders do not live in communities, so swarm intelligence does not reflect the collec-
tive behavior directly: rather, in this research we consider the sensitive behavior of spider
legs to represent the collective performance. This approach is a relatively new orientation in
the area of swarm intelligence. It is very important to develop new frameworks, which may be
very useful in highly dynamic routing networks, in this area. We apply the new algorithm to
MANETS, to address the problem of black hole attacks in the AODV routing protocol. The
new proposal is based on the daddy long-legs spider’s behavior in nature, as described in the
next section.
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The Propose PGO-DLLA Algorithm

In AODV routing protocol, each node has a routing table which includes the information
such as; hop count, destination sequence number (DSN), life time, source IP address. PGO-
DLLA have three routing tables; the first table (L1) contains a source sequence number
(SSN), destination sequence number (DSN) and lifetime of the leg (LTL1). The second table
(L2) contains SSN, DSN, and the force (F). The third table is the routing table that contains
all a routes discovery (RD), current route discovery (CRD), life time (LT), and the best route
(BR) to destination node.

The spider sends an agent (L1), to neighboring nodes to discover the route to the destina-
tion (prey). After broadcasting legs to all neighbor nodes, the spider (source) waits for a life-
time (LT) for receive (L2), if source receives L2 that means this node have a route to the des-
tination or it is a destination. Then, the source node evaluates all route reply that comes from
neighboring nodes using Eq. (2), to find the best move and select the next path. The Newton
second law is computed the force. According to (Lucas, Cooke, & Friis, 1999) Newton sec-
ond law is stated as “The vector sum of the forces on an object is equal to the total mass of
that object multiplied by the acceleration of the object”. Eq. (2) shows the original Newton
second law.

F

net

=ma 2

Where, m is the mass, a is the acceleration where can be calculated also by Newton second
law Eq. (3).

a= (Fnet /m) (3)

Depending on Hook’s law (Horibe, 2011) that is stated “The force exerted by the spring
which is proportional to the length of stretch or compression of the spring and opposite in
direction to the direction of the stretch or the compression”. Eq. (4) shows the original Hook’s
law.

F =—kx (4)

Where : K is constant, X is displacement. By replace the Eq. (3) by Eqg. (4) we get the
acceleration equal to Eq. (5).
a:-(ijx ©
m

We suppose that m equals to DSN, and K is constant number which sets 0.1.
Solution Representation

The PGO-DLLA algorithm has one main goal ( shortest secure path ). The main goal can
be achieved by using objective function that includes two sub goal; shortest path and secure
path. The Shortest Secure path in PGO-DLLA from source to destination can be calculated by
the following process:

Stepl: Distribute one agent to every node that is a central station to its neighbors, and this is
done by checking the table of each node separately.
Step2: For each agent simultaneously (applied at same time).
Step3: Create two tables for each agent
a) The distances table which represented the distance between agent and neighbor
nodes.
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b) The acceleration table which represented the evaluation function for agent to
choose best path.
Step4: Find the result of evaluation function for agent using Eq. (6).

o= KX (6)
m

Step5: Create an ascending table for the (o) values (ListMin).
Step6: Calculated the value of threshold as Eq. (7).

Th kx

S B @)
Dynamic DSN (6%)

Step7: For ListMin (node)
If ListMin (node) <= Th

select Path
Exit For
else
delete Path from routing table
Step8: Next For (new node)
Step9: Stop

Dynamic

SOLUTION SCENARIOS AND PARAMETERS

We used the NS2 simulator, version 2.33 (Bright, Waas, King, & Cuming, 2004), to con-
duct simulation scenarios in order to determine the efficacy and accuracy of our AODV rout-
ing protocol. The traffic sources have a continuous bit rate (CBR). The mobility model is the
random waypoint model. The map area uses a square 800x800 field with 50 nodes. The
pause time varies (between 10 and 100 sec.). The simulations were run 40 times for each sce-
nario (1-4).

Experimental Results

Simulation 1 tests the original AODV, simulation 2 tests the black hole AODV, simulation
3 tests the AntNet algorithm (Di Caro & Dorigo, 1998), (Huang, Xie, Guo, & Chen, 2012),
and simulation 4 tests the proposed PGO-DLLA for discovering the shortest secure path.

Performance Metrics

Four performance indicators are used to measure the performance of the proposed PGO-
DLLA, the standard AODV, the black hole AODV (BAODV) and AntNet. The details of
these performance metrics are as follows:

The packet delivery ratio (PDR) is the percentage of data packets sent by the source that
are received by the destination. A larger packet delivery ratio indicates better protocol per-
formance.

Packet loss (PL) is the percentage of packets that are lost during the simulation. A lower
packet loss rate indicates better protocol performance.

The end-to-end delay (EtoE) is the average time taken for data packets to reach the desti-
nation. Only the data packets that are successfully addressed and delivered are counted. A
lower end- to-end delay indicates better performance.

Throughput (TH) is the number of packets received per unit of simulation time. A higher
throughput value indicates better protocol performance.
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Results of the Comparison of PGO-DLLA with AntNet and Discussion

For these scenarios, the pause time was varied from 0 to 100 sec. In Figure 1-a, the PDR
for PGO-DLLA was better than the PDR for the AntNet algorithm for most sets of pause
times. This is because of the new routing characteristics of the proposed algorithm, which
finds the shortest route to the destination node with the smallest number of hops.
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Figure 1. The Results of Comparison PGO-DLLA with AntNet

Generally, when the algorithm selects a route based on a smaller hop count, it chooses the
shortest path to the destination node and thus avoids some potential link failures. For this
reason, the average end-to-end delay may decrease (Sarr, Guérin-Lassous, & others, 2007). In
Figure 1-b, the value of the EtoE for PGO-DLLA was slightly higher than for the AntNet
algorithm. One reason for this is the calculation that is required to find a new route in order to
avoid attacks. Throughput measures the number of packets from the source that are received
by the destination node. If any delay occurs as the result of complex routing or updating the
route, the throughput will be decreased (Li, Fang, & Li, 2010).

As shown in Figure 1-c, PGO-DLLA has better throughput than the AntNet algorithm dur-
ing the first four time periods (t = 10, 20, 30,40), and, the throughput of the AntNet algorithm
then becomes better. Nevertheless, the throughput of PGO-DLLA and the AntNet algorithm
both increase across time. In some cases where intermediate nodes make routing decisions,
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such as in self-adaptive algorithms, the nodes update the routing after each iteration. In such
algorithms, the routing discovery is not done by the source node, and most of these algorithms
are designed to work in dynamic environments. As a result, the packet dropping rate will in-
crease, which results in an increased packet loss rate. However, PGO-DLLA has a more sta-
ble packet loss rate than the AntNet algorithm because of its special way of routing to the
destination node, as shown in Figure 1-d.

Results of the Comparison of PGO-DLLA with AODV and BAODYV and Discussion

Even though the rate of throughput is small, because the pause time equals zero (continu-
ous motion), the PDR may be not affected (Tiong & Jassim, 2012). In such a situation, the
new proposed algorithm has more than one strategy to ensure that all packets are received by
the destination nodes. In Figure 2-a, we can see some decrease in the PDR for BADOV and
standard AODV, as the effect of black hole attacks from a malicious node. In contrast, the
PDR rate for PGO-DLLA increases, because of its strategy to avoid black hole attacks while
retaining the shortest path to the destination node.

i Packat Delivery Ratio of PGO-DLLA, AODY & BAODY Avarage End to End Delay of PGO-DLLA, AODY & BAODY
600
. —B —PGO-DLLA
-
100G = Gk — — L ————— r————— m———— - —& —A0DV
\ @+ BAODY
5 —&- 500
) \ &-PGoDLLA| |
\ —& —AODV
Y\ ¢ BAODV
98 %
\ 400
\
97 \
\
\
o
S % Y 1 ]
& \o ]
& .
T Yo m—— < 5
200 Pl 4
1 ~——— /
94 P I « 7/
e N 7
i S o
93 1 » N /7
1wt/ L
7 Ng
92
ol it iniy o ma A e o
10 20 30 40 50 60 70 80 90 100 Um 20 30 40 50 60 70 80 90 100
Time Time
(a) PDR (b) EtoE
Throughput of PGO-DLLA, AODY & BAODY Packet Loss of PGO-DLLA, AODY & BAODY
0055 009
—B -PGO-DLLA
=g -~ B e + —e—A0DY
005 A 0.08 o BAODY
—& —PGO-DLLA ,
—& —AODY s
0.045 @ BAODV // & 007
/
/
004 2 008
s
P
Foos P 005
= 4 o
2 s/ &
£ 003 &
£ B 0.04
Vs
%
0025 73 003
s
s
7 q
0.02 ¥ L
of o
e Mas
0015 =~ ]
// ot B B o o
L = —_——— g T
B b a2 ik I E
001 = 0 . L L
10 20 30 40 s B0 70 80 90 100 0 20 30 40 50 60 70 80 80 100
Time Time

Figure 2. The Results of the Comparison of PGO-DLLA with AODV and BAODV

Figure 2-b shows a comparison of PGO-DLLA, BADQOV, and standard AODV with re-
spect to the average end-to-end delay. In this figure we can see that PGO-DLLA has a lower
rate of delay, which is because of its strategy to change the route when it is broken as a result
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of misbehaving nodes. In contrast, the average end-to-end delay for BADQOV increases, as the
effect of black hole attacks.

Figure 2-c shows a comparison of PGO-DLLA, BADOV, and standard AODV with re-
spect to throughput. In this figure, we can see that PGO-DLLA has a higher throughput, be-
cause it can avoid dropping packets as a result of black hole attacks and change the route to
the destination if it finds any disconnection. In contrast, the throughput for BADOV is very
low, which is the effect of having black hole attacks without any strategy to avoid the attacks.

Figure 2-d shows a comparison of PGO-DLLA, BADOV, and standard AODV with re-
spect to the rate of packet loss. In this figure, we can see that BADOV has a higher loss rate,
as the result of black hole attacks. In contrast, PGO-DLLA has a very low loss rate, which is
very close to that of the standard AODV.

There is some improvement in the performance rate of PGO-DLLA that results from
avoiding any black hole attacks and finding a shortest secure path to the destination with few-
er hops.

CONCLUSION

This paper proposes a defense mechanism against a cooperative black hole attack in a
MANET that relies on the AODV routing protocol. The new method is called the PGO-
DLLA protocol, modifies the standard AODV and optimizes the routing process. The idea
inspired by a spider called daddy long-legs is a new technique for finding suspicious nodes
and avoiding black hole attacks. As a swarm algorithm, the PGO-DLLA can consolidate the
routing mechanism. Some changes are made in the routing tables to store the shortest and
secure path from source to destination node. The main objective in this method is to avoid
black hole attacks without causing delays in the routing protocol. The experimental results
show that PGO-DLLA is able to improve the performance of the network with respect to most
of the performance metrics examined. For future work, we plan to examine the enforcement
of additional complex attacks and the latest routing.
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